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Executive Summary

At a high-level perspective, MATTHEW intends to enable new applications and services on
mobile platforms using multiple roots of trust. In that respect, the privacy of users is considered
as being a critical asset and therefore MATTHEW considers this problem from the design phase
on. Dealing with multiple roots of trust enables the potentiality of transfers of credentials from
one secure element to another. Of course, the meaning of the term credential may differ
depending on the considered application. Therefore operating multiple roots of trust opens
the way to a notion of mobility for credentials, which may be stored and used within different
secure elements as users interact with their devices in their daily life. This document explores
the transferability of credentials in the specific context of the three use cases demonstrated
within the project.
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Chapter 1

Introduction

1.1 Relation of WP2/T2.1/D2.1 to MATTHEW goals

1.1.1 Key Goals of MATTHEW

At a high-level perspective, MATTHEW intends to enable new applications and services on
mobile platforms using multiple roots of trust. In that respect, the privacy of users is considered
as being a critical asset and therefore MATTHEW considers this problem from the design phase
on. Beyond investigating privacy-enhancing technologies, the project aims at integrating them
into the multiple roots of trust concept.

Most interestingly, dealing with multiple roots of trust enables the potentiality of transfers of
credentials from one secure element to another. Of course, the meaning of the term credential
may differ depending on the considered application. One may view a credential as some form
of cryptographic object such as a key or a certificate provided by a third party, but irrespective
of its form, the user experience attached to a credential always comes as the ability to perform
some privileged action (payment, access, authentication, etc.). Therefore operating multiple
roots of trust opens the way to a notion of mobility for credentials, which may be stored and
used within different secure elements as users interact with their devices in their daily life.

1.1.2 Task 2.1 - Multiple Secure Elements (M01-M24)

Given that credentials may be subject to transfers between secure elements, it is rather obvious
that such transfers cannot be done in a naive way without raising security and/or privacy
concerns. If the transfer of a credential ends up achieving a mere copy, one potentially faces a
cloning threat. Simultaneously, transfer and subsequent use of the transferred credential should
not reveal indiscreet information about the user e.g. some of her identity attributes. Task 2.1
intends to explore the issue of achieving a notion of secure transferability of credentials between
secure elements across multiple devices, most essentially in the context of the three use cases
demonstrated by the project. This notion of secure transferability of a credential is referred to
as multiple entity security in this document.

1.1.3 Purpose of this Deliverable

¢

This deliverable explores the nature of the “multiple entity security” in the above sense, of the
three applications considered within MATTHEW.
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1.2 Policy-enforcing Solutions

There are many approaches to solve the challenges derived from above. It is possible to use
sophisticated cryptographic algorithms as well as simple organisational solutions to tackle these
challenges. While the project partners are going to use cryptography as the main tool, it is
important to keep the non-cryptographic solutions in mind.

One of the key challenges, transferability, can be achieved using some of the following techniques:

e The most straightforward solution is to have a device that can be moved using physical
means from one mobile platform to another. In a mobile setting, e.g. a ticket can be bound
to an SD-card and the SD-card can be physically moved from one mobile platform
to another. The disadvantage of such a solution is the value an SD-card might hold
(e.g. private pictures or private data).

e Tickets can also be represented as data (serial numbers or cryptographic credentials). The
assumption might be that the data is safely stored on a “secure” device and the owners
of two devices want to transfer a ticket. Computers cannot move data. Data can only
be copied or overwritten with other data, a.k.a “deleted”. From a security standpoint,
neither the copy-and-delete nor the delete-and-copy approach are sufficient to both
guarantee a safe transfer of the data, and a safe disposal of the original data.

e Even if the security goals are built upon a closed system (security by obscurity), operators
are not safe from attacks. Examples like the reverse engineering of the Cryptol algorithm
used on MIFARE cards [11, 24] highly discourage a closed system. In open systems,
everybody has the ability to check the security of the used cryptographic protocols, or
even build a secure implementation themselves. Having replica devices will actually not
jeopardise the security goals.

1.3 Structure of this Report

This report intends to cover the "multiple entity security” aspects of the three use cases con-
sidered within MATTHEW:

Use case 1 (advanced mobile banking application): the transfer of payment credentials
from one device to another is covered by simply transferring the payment-enabled microSD
card;

Use case 2 (advanced access control application): this use case does not support any
transferability of credentials between secure elements. However, a SIM card can be moved
from one device to another;

Use case 3 (advanced ticketing application): tickets can be transferred from one secure
element to another one, either via an online connection, or using a local device-to-device
connection such as the NFC channel.

Each use case is considered individually within this report. We finally give an outlook on future
works in Chapter 6.
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Chapter 2

Implementation Aspects

When the goal is to build a secure infrastructure by designing a cryptographic protocol, it is
necessary to both consider the security goals (of cryptographic nature and of implementation-
security nature) and the practical performance demands. Within MATTHEW’s WP2 there are
some implementation aspects within tasks 2.2-4 that have a direct influence on the designed
algorithm.

2.1 From Traditional Cryptography to Pairings

Bilinear pairings have been used to design ingenious protocols for such tasks as one-round three-
party key agreement, identity-based encryption, aggregate signatures, and an ever-growing
corpus of other cryptographic mechanisms. In comparison with pre-pairing cryptography e.g.
the design techniques that prevailed until about the year 2000, pairings have made it possible to
devise simple and elegant solutions to long-standing design problems that traditionally seemed
out of reach or impractical. Their introduction has been considerably beneficial to the field
of public-key cryptography by enabling a great simplification of many schemes and protocols
ranging from encryption to signatures with specific properties, from zero-knowledge proofs to
compact e-cash, to name a few.

In our quest for a privacy-preserving ticketing system as per Use Case 3, the use of pairings
through a system la BBS [4] has allowed us to conceive compact wallets of tickets that can
be presented iteratively while relying essentially on the same constant-size information. Such
efficiency is not known to be achievable using non-pairing cryptography. Thus, pairings play
an essential role in our ticketing application.

Implementing pairings both efficiently and securely (in terms of counteracting physical attacks
such as side-channels and fault injection) is far from just being an engineering problem but re-
quires innovative solutions either in hardware or software. Therefore our research efforts within
MATTHEW include pairing-specific hardware design to a great extent, and more generally a
search for the right balance between hardware and software partitioning, as shown in further
sections.

2.2 The Role of PUF's

A Physically Unclonable Function (PUF) can be described as a physical system which, when
measured or challenged, provides unique, repeatable and unpredictable responses. Creating a
physical copy of the PUF with an identical challenge-response behaviour is hard, thus resulting
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in a structure which is unclonable even by the manufacturer [18].

2.2.1 Introduction to SRAM PUFs

Silicon PUFs are a specific category of Physically Unclonable Functions which exploit the
uncontrollable manufacturing in silicon which are a result of the IC fabrication process. SRAM
PUFs are the most important representative of silicon PUFs. They utilize the unpredictable
power up behaviour of uninitialized SRAM cells. When SRAM cells are powered up, their
state either switches to 71”7 or to 70”7, depending only on a tiny imbalance of the threshold
voltage level of two of the six transistors. The voltage imbalance comes from random doping
concentrations in the silicon, which are out of the control of the manufacturer. Even though
each cell’s power-up state is randomly distributed over the cells of one SRAM block and over
the cells of different devices, the same cell has a very high probability of powering up in the
same state repeatedly over time [17]. If we view each SRAM cell as a single bit, the resulting
bit string will tend to have the (nearly) same value every time the device is powered up and
this way can serve as the response of a PUF as described above.

2.2.2 Introduction to RO PUF

The former introduced SRAM-PUF is part of the memory-based PUF group as it uses the
power-up value of SRAM cells. The delay-based PUFs are another group, which relay on
timing variances on a die. These variances are once again caused by uncontrollable variations
during the manufacturing process of the chip, therefore each chip will have different timing
characteristics. Based on this, the ring oscillator and Arbiter PUF are very prominent members
of the delay-based PUF group.

The Arbiter PUF uses two equally routed nets on a die and applies at the same time a signal
to them. An Arbiter circuit is used at the end of the two wires to elect the winner. As
this race would only generate one bit, additional switches are placed within the race track
to create various tracks. Thus, the response is not only limited to one bit. However, as the
implementation of an Arbiter PUFs requires full control, which is impossible or at least very
difficult on an FPGA, this PUF type is not further considered. The RO PUF uses frequency
variations of ring oscillators to form a response. Therefore, it is necessary to implement an odd
number of inverters and a feedback loop as displayed in Figure 2.1.

Figure 2.1: Ring Oscillator based on an odd Number of Inverters and a Feedback Loop.

This oscillator has to be evaluated for fixed time period. This is usually done by counting
the high states of the oscillators output. The resulting counter value is afterwards compared
against the counter value of another oscillators to form a binary result. Based on this, it is
necessary to implement at least 2n ring oscillators to form a response with n independent bits.
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2.2.3 PUF based Key Generation

A promising usage of PUFs is secure key generation in silicon, which eliminates the need for
storing keys in NVM technologies. PUF based key generation provides advantages like physical
unclonability and tamper evidence, compared to storing the keys in NVM.

Since PUF responses are inherently noisy and may not be uniformly random, a post-processing
function is needed to condition the raw PUF responses into high-quality cryptographic keys.
This post-processing function is known as the fuzzy extractor or helper data algorithm (HDA)
in the literature. Several fuzzy extractor schemes suitable for different implementations have
been proposed in the literature. Bosch et al. for example proposed the usage of concatenated
codes, where the inner stage is a conventional error correcting code such as BCH, Reed-Muller,
or Golay code, and the outer stage is a repetition code. This fuzzy extractor offers simple
encoding/decoding and efficient hardware implementation [7]. We differentiate between three
cases, how PUF can be deployed as key generators.

1. Key derived from silicon

This is the basic application, that derives the key directly from the binary PUF response.
No additional building blocks (e.g. key generation routine) are needed, the solution
provides an out of the box cryptographic key. A typical usage is to use the derived key
as a key for an symmetric encryption scheme as AES. The encrypted content can be only
decrypted if the reconstruction of the key is successful.

The essential question is the design of the HDA which influences the reliability of the key
reconstruction and the length of the needed PUF response. Further it has to be made
sure that the derived key has enough entropy. A common solution is the usage of hash
functions for the entropy extraction. Figure 2.2 depicts the basic framework of the key
generation.

Enrollment Procedure:

PUF Entropy
response Extractor > Key
Random Encode N
Secret Secret N Helper Data
Reconstruction Procedure:
Helper Data
PUF N Error /D Entropy
—> K
response U Correction U Extractor &

Figure 2.2: Derivation of a symmetric key

2. Protection of externally generated key

The difference of this setup to the framework described above is that the key is not
derived from the PUF response, but provided by external means. This could for example
be realized with the help of a RNG and a key generation routine, which generates the key
with the desired properties during an enrolment phase. The PUF in this setup plays the
role of a “key guard”, as the sensitive key material is simply masked with the binary PUF
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response. Only if the reconstruction of the PUF response is successful, the de-masking
works properly and the key can be used. In this setup entropy extraction by means of
a hash function does not need to be put in place additionally, however an external key
generator (e.g. RNG) is needed. Figure 2.3 depicts this scenario.

Enrollment Procedure:

PUF
response

External Encode \/\
RNG N Key Key X Helper Data
Reconstruction Procedure:
Helper Data
PUF \/\ Error K
response ’\J Correction ey

Figure 2.3: Protection of a symmetric key

3. Development of a public key system

In some cases the PUF might be included in a public key infrastructure. In other words
the key derived by the PUF represents, for example, the private key in an asymmetric
encryption scheme (see Section 5.5.3). In this example the private key y is derived from
the PUF and the public key is derived by computing g¥.

In some cases it might, however, be not possible to directly include the PUF into a public
key infrastructure, i.e., it is not possible to derive the private key from the response. In
such a case the PUF is used to derive a key that is used to encrypt the used private key
of the application.

2.2.4 Attacking a PUF Based Key Generation/Storage Framework

There are various attacks known on several different PUF types. One example is an attack on
RO-PUFs as described in [14]. These attacks are mainly based on the fact that helper data
is public and can therefore be manipulated. The simplest countermeasure would be to make
the helper data not public, this would, however, undermine the PUF principle. Therefore, a
solution for preventing helper data manipulation is to generate a keyed Keyed-Hash Message
Authentication Code (HMAC) of the helper data [13]. During the enrolment this HMAC is
calculated by computing Hash(p, k), where p corresponds to the helper data and k is the PUF
based key, and store it with the helper data. As soon as a reconstruction of the key takes place,
the reconstructed key is used with the helper data to verify the HMAC. If HM AC # HM AC’,
the reconstruction aborts.

Based on this example, one can see that it is necessary to define different attack scenarios. This
attack scenarios will help to identify vulnerable points of the system and how to close them.
Within Table 2.1 three scenarios are summarized. The first scenario considers only adversaries
that have knowledge of the system architecture and are able to manipulate the helper data.
The second scenarios is the more sophisticated one as an attacker has a lot of resources, i.e.
an attacker is able to perform side channel analysis or has the money and time for long-term
evaluation of the system. The last scenario considers compared to the second scenario also
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invasive attacks. This means, an attacker opens the package of the chip to be able to place
e.g. probes directly on the IC.

Attacker 1 | Attacker 2 | Attacker 3

R/W Access to HD v v v
Knowledge of System Architecture v v v
Resources v v
Invasive Attacks v

Table 2.1: Defining the abilities of an Attacker.

These three scenarios are used as a starting point for further investigations which will be carried
out during the remaining time of the MATTHEW project.

2.3 Real-World Performance and Security Considerations

One challenge is to develop a cryptographic protocol that fulfils the security and functional
requirements. However, in the end the performance characteristics of a secure implementations
distinguish a practically usable protocol from other protocols.

The ongoing research within WP2 partners resulted in a paper [25] presented at CHES 2014.
Unterluggauer and Wenger implemented and optimised Elliptic Curve Cryptography and Cryp-
tographic Pairings on an embedded processor. Their findings were already shared in MATTHEW
meetings before publication. Thus, the protocol designers got early feedback on the potential
performance characteristics of the implementation of their protocol.

Although [25] is discussed in detail within D2.2, the most essential achievements are summarised
in the following.

The research on pairing-based cryptography brought forth a wide range of protocols interesting
for future embedded applications. One significant obstacle for the widespread deployment of
pairing-based cryptography are its tremendous hardware and software requirements. Unter-
luggauer and Wenger [25] present three side-channel protected hardware/software designs for
pairing-based cryptography yet small and practically fast: the plain ARM Cortex-M0-+-based
design computes a pairing in less than one second. The utilization of a multiply-accumulate
(MAC) instruction-set extension or a light-weight drop-in hardware accelerator that is placed
between CPU and data memory improves runtime up to six times.

With a 10.1kGE large drop-in module and a 49 kGE large platform, the design is one of the
smallest pairing designs available. Its very practical runtime of 162ms for one pairing on a
254-bit BN curve and its reusability for other elliptic-curve based cryptosystems offer a great
solution for every microprocessor-based embedded application.

To verify the achievement of the area and performance goals initially set, the three microprocessor-
based platforms (Cortex-M0+, MAC, Drop-in) were evaluated with respect to hard- and soft-
ware. Regarding the overall hardware platforms, runtime, area, power, and energy consumption
are distinctive. Regarding the software part, the evaluation focuses on the runtimes of the un-
derlying finite-field arithmetic and the most expensive operations used within protocols (see
Table 2.2): the point multiplications in G; and G, the exponentiation in Gz, and the pairing
operation.
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Table 2.2: Performance of various operations on different architectures.

Fp Gl Gg GT Gl X Gg
Design Add Mul Inv Mul Mul Exp |Pairing RAM ROM
[Cycles] [Cycles] [kCycles||[kCycles] |[kCycles]|[kCycles] | [kCycles]| [Byte] | [Byte]
BN158
Cortex-MO0O+ 112 1,800 331 4,828 11,775 22,871 17,389] 1,856(13,980
MAC 12 361 72| 1,129]  4,042] 10,736|  7,828| 1,796]11,232
Drop-in 56 161 29 493 1,577 4,322 3,182| 1,876/10,364
BN254
Cortex-M0O+ 166 3,782 1,122 16,071 38,277 72,459| 47,643| 2,828|18,116
MAC 166 934 285 4,323 11,449 27,460 17,960| 2,836(12,572
Drop-in 75 335 97 1,566 4,858 12,076 7,763 2,880(10,764
[ms] | BN158 | | [ms] | BN254 | |
EGy Mul. 2,000 s O0G; Mul. |
0001 o OG, Mul. | o 0G, Mul,
I% OGr Exp. 1.500 — OGr Exp. |
I O Pairing ’ O Pairing
400 o - pe
= = L0005 5 . .
200 Ng a 10 i
S o 5001 2 55 I
- o ‘—<C\1©
I HH = ||
0 T =L D T 0 T T i T
Cortex-M0+ MAC Drop—in Cortex-M0+ MAC Drop—m

Figure 2.4: Group operations at 48 MHz

Given a typical clock frequency of 48 Mhz, the performance results of the point multiplications
in Gy, Gy, the exponentiation in G7, and the pairing operation are illustrated in Figure 2.4.
The respective runtimes support our choice of a 32-bit architecture: providing 128-bit security,
the drop-in based platform does pairing computations in highly practical 164 ms. The pure
embedded software implementation performs the same computation in 993 ms.

Based on these results it is rather straightforward for protocol designers to approximate the
potential runtime of their protocol.
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Chapter 3

Use Case 1: Advanced Mobile Banking
Application

Use case 1 represents a payment application that allows to enable non-NFC smartphones for
contactless payment procedures.

In this use case the focus point is clearly set on the technology enabling communication in
critical environments. The only easily accessible slot on modern smartphones and tablets is
the microSD slot the usage of the microSD form factor is a business enabler for improved
payment procedures by means of mobile devices. Alternatively these devices have a Bluetooth
Low Energy (BLE) connectivity for the connection to the different peripherals such as wearable
devices the user may have and that could integrate the NFC functionality.

3.1 Privacy Aspects

EMVCo compliant payment procedures are not based on protocols aiming for anonymity. Nev-
ertheless the protocols foreseen in use case 1 are taking care of unattended communication
via NFC by switching off the NFC connection on the contactless microSD card or in the BLE
connected SMD package. Thus users who are not aware of the risk being traced by malicious
readers do not need to set any action themselves to prevent tracking of their payment-enabled
microSD card or SMD package.

3.2 Transferability of Credentials

Transferability of credentials may herein be seen as the “trivial case” of transferability, inter-
action with other Secure Elements is not needed in this case. Simply removing the microSD
card from one mobile device (e.g. a smartphone) and plugging it to the microSD card slot
of another one (e.g. a tablet) would allow for transfer of the credentials to another platform
component, and similarly for the SMD package in a wearable device with the disconnection
and reconnection via BLE. Since payment devices are not meant to be used by more than one
user PIN-sharing is not foreseen in the EMVCo payment environment and usually prevented
by organisational means in conjunction with the contract between the user and the payment
service provider, usually a bank. Thus such transfer is not meant as a transfer from one user
to another — as it is depicted in use case 3 — but transfer from one mobile device to another
mobile device of the same user is feasible.
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3.3 Considered Options in the Future

Especially single tap payment protocols that do not foresee any user authentication or Card-
holder Verification Method (CMV) may be performed even when the card is in the hands of
illegitimate users. Remaining potential security vulnerabilities and social engineering tech-
niques might raise the wish of end users to “lock” the microSD card or SMD package to a
dedicated platform instance (“My payment card only works in my mobile phone”). This vari-
ant could help ensure that transactions may be performed only on authorized platform devices.
In such a variant the protocol for the payment procedure would have to be augmented by an
authentication step — e.g. an asymmetric challenge-response protocol allowing the payment app
on the card to verify that it is plugged to the very device of the intended user. Convenience for
the user would not be reduced by such a step, but a stolen card could not be used in a different
mobile device.

The appropriate private key for such an asymmetric authentication of the mobile device could
be stored securely in the device’s embedded secure element (eSE) either in encrypted form
in non-volatile memory or as a PUF-key derived from intrinsic production variations of the
respective silicon manufacturing process. Only the corresponding public key would have to be
transferred to the microSD card (i.e. SMD package) to allow for response-verification in the
above mentioned protocol variant.
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Chapter 4

Use Case 2: Advanced Access Control
Application

Use case 2 deals with an advanced access control application that is incorporating a four-eye-
principle for access to high-security areas. The protocol foresees the presentation of two mobile
devices with the actual credentials being protected by means of secure elements in a SIM-type
form factor. When presenting the first mobile device to the reader of the access control system,
it is determined who the second user must be to fulfil the four-eyes principle reflected in the
access policy for the high-security area.

Thus in the access control system it is mandatory to identify the individuals involved in such
case, interaction on protocol level between both SIMs in the two mobile devices and the SAM
in the access control system.

4.1 Privacy Aspects

During the actual protocol execution in the access control use case there are no privacy measures
in place with respect to the verifier role. This means, that the two single persons being involved
are known to the verifier instance, which is mandatory for the access control system in high
security areas. To avoid tracking of such persons in environments other than the dedicated
protected high-security area the application may switch off the NFC connection after execution
of the protocol.

4.2 Transferability of Credentials

In this Use Case 2, credentials may be transferred in a physical way by removal and transfer
of the SIM card with access control application from one mobile platform to the other. User
authentication towards this application may be achieved by password or biometric features.
Logical transfer from one secure element to the other is not foreseen in this type of use case,
since access control policies for very high security areas are bound to individual persons, and
roles as such must not be transferred from one user to another.
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Chapter 5

Use Case 3: Advanced Ticketing
Application

5.1 Motivation

Within MATTHEW, the third use-case is meant to show that the use of a secure element, when
combined with proper cryptography, can provide a high level of privacy to users in a widespread
application such as (public) transport. Although transportation systems usually rely on plain
and simple identification of users with maximal disclosure (and therefore with full traceability
of their actions), there is no technical requirement to do so and equally secure systems can be
cryptographically engineered to preserve the privacy of users while supporting the same basic
functionality: access control. In that sense, privacy-preserving transport systems achieve a
notion of privacy-by-design where traditional access control mechanisms fail to realize any level
of user anonymity.

In this section, we describe an advanced ticketing application that can be implemented in
typical transportation networks (trains, metro, bus, etc.). The application achieves a high level
of anonymity for users, while making it possible to revoke anonymity for misbehaving users. To
exemplify the use of multiple secure elements, we specifically designed the application in such a
way that tickets — our notion of ticket is a digital counterpart of regular tickets often printed on
mag-striped paper — can be securely transferred from one secure element to another. Therefore
tickets can be safely given by users to others across multiple devices, while maintaining privacy.

5.2 Problem Statement

Transportation is a typical context where tracking users is always possible by default. Entering
the network requires the presentation of a valid paper ticket or contactless smart card that
always embeds some form of a unique identifier. Along with that identifier, access rights
and some form of cryptographic evidence of authenticity such as a digital signature are also
provided to the access point. Passing through a turnstile with a contactless card (this being
a most commonly found scenario with modern transport systems across the globe these days)
therefore means that the card is both identified and authenticated at access time. However,
cryptography not only provides technical means to authenticate an entity (i.e. the card here), it
also provides techniques to do so without requiring that entity to be identified. Group signatures
are such an example of a cryptographic mechanism that achieves that concept. We discuss that
in more detail below.
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Of course, it is often thought to be desirable to track users when statistics about the network
traffic have to be collected. It is usual that suburban trains, metro or bus networks and so
forth, maintain some form of database to keep track of how many passengers are found taking
a specific line over time, so that the frequency of trains/buses can be adjusted during the
day. Ultimately, resource management is given as a justification for the full identification and
tracking of passengers. Technically, however, this argument is largely incorrect, because the
same traffic information can often be mathematically inferred from just the evolution of the
number of accesses at each access point over time, given the geometry of the network. This
information, obviously, does not require a full identification of users.

Interestingly, our privacy-preserving ticketing application can also be used to achieve secure
access control in a large number of contexts beyond the transportation use-case, such as remote
resource management or private cloud storage. Applying our protocol in these contexts would
be somewhat straightforward; note however that the protocol could be slightly simplified in
these cases as near-field transfers of tickets would not be required.

Privacy-preserving ticketing is also close to anonymous eCash, since one ticket is close to one
coin, but the constraints in eCash are more important (mainly because the amount of a spending
has to be very flexible), thus technical solutions are not applicable in practice for the moment.
For us privacy-preserving ticketing is a better candidate to have an industrial outcome.

5.3 Design Requirements

Several cryptographic techniques support anonymous entity authentication. Among them,
attribute-based credentials (or ABCs) are probably the most versatile mechanism, although
also the most conceptually complex one. Direct anonymous attestation (DAA) schemes as well
as ring signatures provide other technical examples of anonymous authentication. Historically
though, group signatures are the most well-known and mature set of cryptographic techniques
that support authentication while providing a strong form of anonymity.

Until now in MATTHEW, we have chosen to focus on group signatures rather than on ABCs.
Our motivation for that was twofold:

1. group signatures are easier to understand and implement. They also can be adapted to
achieve additional properties;

2. tickets do not seem to require a notion of hidden attribute. Possibly, tickets might be
attached to geographical areas so that the zones covered by the ticket might be seen as a
potential attribute. However, the number of zones is usually small (e.g. Paris has exactly
5 zones) and it may seem an overkill for a ticket to hide which zones are covered.

Building upon techniques that are reminiscent to pairing-based group signatures, our first
anonymous ticketing protocol supports single-use tickets. Indeed we distinguish between two
forms of tickets:

e single-use tickets: a single-use ticket can only provide access once to the transport
system.

e long-term tickets: these are credentials that last for a prescribed time duration e.g. one
month, irrespective of the number of accesses.
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These two notions of tickets are reminiscent to the ones usually found in real-life transport
networks. At a cryptographic level, however, their features are somewhat different, and captur-
ing these features into a cryptographic scheme calls for different techniques. The first protocol
described later on supports single-use tickets, and the second one supports long-term tickets.

An interesting characteristic of our protocols is that they may easily be integrated with a
PUF. Tickets are therefore bound to a particular device and can only be presented by that
device. This feature enforces the secure element that embeds the enrolled PUF as the only
entity that can actually perform related ticket issuance and presentation — unless the PUF key
is compromised and the tickets that have been issued but not yet presented are successfully
extracted from the device’s memory.

5.4 Towards a solution

Since their introduction by Chaum and van Heyst in [10], a lot of group signature constructions
have been proposed, for example in [4, 6, 2, 9, 8, 12, 1, 3, 21, 20, 19, 23, 22]. Among those
constructions, BBS [4] is known to be a particularly simple and efficient scheme, that can
be adapted mutatis mutandis to our use case. Some modifications are needed to fulfill the
requirements that we have identified for Use Case 3, essentially because a standard group
signature such as BBS does not support prevention against double-spending and transfer of
credentials. Therefore our protocol, which we describe in detail in the next section, has to
support the following enhancements from BBS:

e we need serial numbers (and associated proofs of knowledge) in each ticket presentation
(signature), to prevent from double spending;

e the above serial number should depend on group credentials, but should not reveal any
information on signer’s identity, even to the Issuer (Authority). The group credentials
used in BBS are thus not sufficient (since the Issuer knows all the elements);

e we need a partial traceability to detect double-spending of tickets (based on serial num-

bers)
e we need user revocation

e we need anonymous transfer of credentials (tickets), and anonymous presentation using
transferred credentials

e for efficiency reasons, Type-3 pairings are preferred, thus the encryption scheme used in
BBS (relying on the DLIN Assumption) is replaced with ElGamal Encryption, and the
proofs of knowledge are specifically adapted.

We also augmented the group credentials of BBS with one element not known by the Issuer, as
in [12] for example, and we used this element to compute the (unique) serial number associated
to a ticket. To perform this computation, the verifiable random function (VRF) proposed
by Dodis and Yampolskiy [15] is a natural candidate, already used in similar contexts. User
revocation depends on the form of group credentials and can easily be adapted from [12] to the
case of Type-3 pairings (some elements in G; cannot be computed from elements of G,, thus
they have to be published by the authority). To perform anonymous transfer and enable the
use of transferred tickets, we modified the signing (ticket presentation) algorithm.

Overall, our ticketing system builds on BBS but adapts it with specific enhancements that are
demanded by the ticketing context.
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5.5 Specifying the Cryptographic Protocol for single-use
tickets

At a high-level perspective, our protocol presents the following features:

1. Tickets are used only once

2. Users withdraw books of tickets (of flexible size)
3. Centralized database

4. The Issuer can create as many tickets as wanted

5. Strong anonymity (computational) with inspection

5.5.1 Preliminaries

Algebraic setting. All group-related operations needed in the following will apply in three
isomorphic cyclic groups Gi, Gy and G7 of prime order p. We furthermore assume that there
exists an admissible bilinear map (pairing) e : G; X Gy — Gz which can be evaluated efficiently.
This bilinear group system is assumed to be of Type 3 (no efficiently computable isomorphism
between G; and Gy).

5.5.2 Entities

We distinguish between 4 different roles in the system:

1. Issuer Z (e.g. a server) with private key v € Z, and public key w = g7, that manages a
public database DB for storing spent tickets serial numbers. The Issuer is the entity that
can create new tickets;

2. User (U), typically the secure element;
3. Verifier (V), typically the access point (turnstile equipped with an NFC reader);

4. Inspector/Opener (O) (e.g. a server) with a key pair (¢, h = u®), that can open a presented
ticket and reveal from which user it came from.

5.5.3 Procedures

Setup. Before the system can be launched, all system parameters are generated as follows:
1. generate a Type 3 bilinear group system (p, Gy, Gy, G, €);
2. randomly select two generators g; & Gy and 92 & Gy

3. randomly select generators u, g & Gy

4. publish all parameters (p, G1, Go, G, e, u, g, g1, g2).

The Issuer and the Opener also take part in the setup process:

MATTHEW D2.1 Page 15 of 32



D2.1- Report on Multiple Secure Elements matthew @

1. the Issuer
(a) randomly selects v < Zy;
(b) computes w = g5;

(c) publishes w and keeps 7 private.
2. the Opener
(a) randomly selects ¢ < Z;

(b) computes h = u’;
(c) publishes h and keeps ¢ private.

User Registration. A new user U (i.e. a new device) joins the system by successively
1. generating a key pair (pky,, sky),
2. opening an account by giving pk;,, the the issuer.

7 creates an account indexed by pk;,.

Issuance Protocol. Issuance is a two-party protocol played between U and Z to jointly
generate a book of n tickets. Here n is an arbitrary number that can be fixed in the system, or
dynamically chosen by the User at issuance time. Ticket issuance is as follows:

1. U and Z establish an authenticated encrypted channel

2. U randomly takes the PUF key y seen as an integer in Z,, computes C' = h¥, and a NIZK
signature of knowledge 7 of y under public key pk,,.

3. U sends C and 7w to Z

4. T verifies 7, picks x & Z, (different from all previously picked values), computes

1

A=(g-C)7 = (g1 - )77 € Gy
and sends (A, z) to U.

5. U signs transcript = (C, 7, A) using its secret key sk;, and sends to Z the corresponding
signature o.

6. Z checks o and sends = to U

7. The account is modelled as a chained list
{pky, (transcript,, z1,01), ..., (transcript,, z;, ;) }

7 updates the account by appending (transcript, z, o) to the account related to pk;,.
8. Given (A, x,y), U checks that A = (g; - hy)vﬁ by verifying that
e(Aw-g3)=e(h’ - g1,9)

U forms the book of tickets book = (A, x,y, J), with J < n the number of unspent tickets.
Note that if n is not fixed, it must be included in book, which would be computed with a
generator g%n) corresponding to this n. Also note that, although y is a part of the wallet,

storing it is unnecessary since it is easily recovered anytime by calling the PUF.
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Remark. For simplicity reasons we considered that the PUF key is an element from Z,, but
it is generally not the case. To be more precise, the PUF key can be hashed together with
a counter corresponding to a book of tickets, to obtain a value y associated to this book of
tickets, and to the PUF key. This also prevents from collisions of serial numbers computed
from a given PUF key for various books of tickets.

Ticket Presentation Protocol. The ticket presentation (or ticket spending) protocol is
played between U and V with respect to a book of tickets book = (A, z,y,n, J). The transaction
parameters given by V are grouped as m = time||infos||pk,.

1. U randomly selects a, & Z, and computes

T1 = u®
T2 — A . ha

2. U randomly picks 71,719,713, 74 & Z,, and computes

Rl = u™
RQ = € (T27 92)7“1 - € (h'7 U))_T4 € (h’a 92)_T3
Ry = 5™

3. U then computes
c = %(T17T2737R17R27R3am)

ry 4+ c-x mod p

S1

S ro +c-y mod p
s3 = rz+c-(r-a+y) modp

S4 = T4+ c-amodp
The (signed) ticket is
ticket = (Tl, T27 S, C, S1, 82,53, S4,M, J)
The serial number corresponding to ticket is S. I/ sends ticket to V and decrements J by 1.
V then

1. computes

Rl = u™- Tlic
Ry = e(Ty,92)" -e(hyw)™™ -e(h,g2)"" -e(g1,92) e (Ta,w)°
R3 —_ SSQ+C'J . g—c

2. checks that

J < n
H(ThTQa Sa élvé% -R~37m>

Cc

3. grants access if it is valid. V keeps receipt = (m, ticket) in its backlog.

Note that the computations can be optimized, as described in section 5.6.
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Background Validation Protocol. Protocol played between V and O to report spent tickets
to the Issuer.

1. V sends receipt = (m, ticket) to Z, no need for an authenticated nor encrypted channel;

2. T verifies ticket and checks in its database DB that S is absent. If so, S is added to the
database, otherwise the ticket attached to the serial number S has been used at least
twice, and Z takes a security measure such as requiring opening the ticket and revoking
the device.

Ticket Opening. Given receipt = (m, ticket), O:

e parses ticket as (71,75, S, ¢, s1, S, S3, S4, M, J)

e computes A =1T5- ch, and retrieves the corresponding user (with an account containing
a transcript including A)

5.5.4 Offline Transfer

Protocol that involves two users U; and Us. The two of them are assumed to be offline at transfer
time, but a communication channel is required between U; and Us (NFC communication between
the two secure elements). U is assumed to own a non-empty book of tickets, and Us is only
assumed to be a registered user, with at least one book of tickets (possibly empty, but used
in the transfer in order to have traceable credentials). At a high-level perspective, the transfer
consists of the following stages:

1. Spending of ticket ¢; by U, where U plays the Verifier. The signed message must include
an information indicating that the transaction is a transfer, together with an information
related to the receiver of the transferred ticket.

2. Uy can then spend this ticket by sending it to a verifier, together with a (privacy-
preserving) proof that he is the actual receiver of the transfered ticket. This can be
achieved by including a masked element corresponding to U in the signed information
during the spending.

More formally, the transfer protocol is as follows:

Offline Transfer Protocol. The offline transfer protocol is played between two users U,
(owner of a book of tickets book; = (Ay, x1,y1,n,J1)) and Uy (owner of a possibly empty book
of tickets books = (Asz, 22, Y2, n, J3)).

1. Uy randomly selects r & Z, and computes

E1 = u"
E2 = Ag'hr

The transaction parameters given by U, are grouped as m = time|| E1 || Es.
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2. U; randomly selects «a, 3 & Z,, and computes

T1 = u®
T2 = Al - h®
S = gylih

3. U, randomly picks ry, 79,73, 74 & Z,, and computes

Rl = u™
RQ = € (TQa 92)7'1 - € (ha w>77'4 - € (h7 92)77“3
Ry = §™

4. U; then computes

¢ = H(T1,T3, S, Ry, Ry, R3,m)
$1 = ri+c-xry modp
S = T9+4c-y; modp
s3 = r3+c-(r;-a+y) modp
S4 = T4+ c-amodp

The (signed) ticket is
ticket = (Tla T2a Sa ¢, 81,52, 83, S4, M, Jl)
The serial number corresponding to ticket is S. U sends ticket to Uy and decrements J; by 1.

U, then (optionally)

1. computes

R = w T,
€ (T27 92)81 € (h7 w)*54 - € (ha 92)783 - € (gla 92)70 - € (T27 w)c
Rg — Ssg—i—oJ . g—c

&
I

2. checks that

Jl < n
c = %(T17T27S7é17R~27R37m)

3. keeps receipt, , = (m, ticket) in book.

Note that as in the Ticket Presentation Protocol, the computations can be optimized, as de-
scribed in section 5.6.

Note also that we do not need U, to prove that F; and Fs are correctly computed, because if
it is not the case, the following presentation protocol will not succeed.
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Transferred Ticket Presentation Protocol. The transferred ticket presentation protocol
is played between U and V with respect to a book of tickets booky = (Ag, 12, 42,7, Jo, receipt, 5, 7).
The transaction parameters given by V are grouped as m’ = time||infos||pk,.

1. U, randomly picks 75, g, 77 < Z, and computes (with E, in m)
R, = u"
R, = e(Ey )" -e(h,w) " -e(h,gs) "
2. Uy then computes

¢ = H(receipt, R}, Ry, m’)

S5 = T5+c-xy modp
s¢ = 16+ c-(Ta-7T+y2) modp
Sy = r74c-rmodp

The (signed) ticket is
ticket = (receipt, ,, ¢, s5, 56, 57, M)

The serial number corresponding to ticket is S (included in receipt, ,). Uy sends ticket to }V and
delete (receipt, 5, 1) from books.
V then

1. verifies that receipt, , is correct (Ticket Presentation Protocol),
2. computes
R, = u7-R,°
Ry = e(E,g2)" e(hyw) ™ -e(h,g2) " e(g1,92) " - e(E,w)
3. checks that
¢ = H(receipt, R}, R, m')
4. grants access if it is valid. V keeps receipt = (m/, ticket) in its backlog.

Note that the computations can also be optimized, as described in section 5.6.
Background Validation Protocol. Identical to the one for regular (not transferred) tickets.

Ticket Opening. The Opener can retreive A; thanks to the previous Ticket Opening (applied
to receipt, ,), or Ay by computing Ay = Ej - Efc.

5.5.5 Omnline Transfer

Protocol that involves two users U; and Us and the Issuer. The two of them are assumed to be
online at transfer time.

1. Spending of ticket t; by U; with Z as the verifier

2. Issuing of a new equivalent ticket t5 to Us.
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Remark. In case of high efficiency constraint, the new issuing could be replaced by erasing
a serial number in DB (corresponding to a ticket spent by Us, which then could be used once
again), but in this case the two transactions could be linked, since they would contain the same
serial number.

5.6 Efficiency Optimization

The ticket presentation protocol (essentially the computation of Ry) is the most critical part of
the system, since it has to be executed in constrained devices, in a very limited period of time.
For this reason, the choice of the representation of the computations can be important. More
precisely, the computation of the element Ry can be rewritten as follows :

RQ = ¢ (T2a92)r1 - € (ha w)i’m - € (hagQ)ir?)
= e (TQT1 . h*““,gg) e (h,w)™ ™

Thus, by pre-computing V' = e (h, w) during the Setup, the computation of Ry can be reduced
to one multi-exponentiation in Gy, one exponentiation in G, and one pairing.

Depending on the implementation, one could prefer the following representation, with pre-
computation of W = e (h,w) during the Setup and B = e (A, g») during the Issuance:

Ry = e(Ty,92)" -e(hw)™™ -e(h,g2) "
= ¢ (A’ 92>r1 € (h7 92)“.0‘ € (ha w)—ﬁl € (ha 92)—7”3
— BT yTraTs T4

In this case, the computation of Ry can be reduced to one multi-exponentiation in G.
The verification algorithm can also be optimized in a similar way:

Ry = e(Ty,92)" -e(h,w)™™ -e(h,g2)"" -e(g1,92) - e (To,w)"
= e (T;1 - hss -gl,gQ) ce(h,w) ™ -e(h,g2) > -e(g1,92) - e (T, w)"

Another possible optimization. With state-of-the-art pairing implementations, pairing
evaluations can be cheaper than exponentions in Gp. In this case, it Ry can be rewritten as
follows

RQ = ¢ (T27 92)7’1 e (hu w>_7’4 € (h7 92)—1”3
= e (TQT1 . h’”’,gg) e (h’”,w)

In this case, the computation of Ry can be reduced to one multi-exponentiation and one expo-
nentiation in Gq, and two pairing computations.

5.7 Security Properties

The following properties shall be verified by the protocol.

Correctness. Honestly-generated ticket presentations verify and open correctly.
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Traceability. A collusion of malicious Users and the Issuer cannot present a ticket that does
not trace (after opening) to a member of the coalition.

Anonymity. The issuance and presentation of a ticket are unlinkable even if the Issuer and
Verifier collude.

Detection of double spending. A malicious User cannot double-spend a valid ticket with-
out being detected by the Issuer.

Proof of Correctness. Let ticket = (11,15, S, ¢, s1, S2, S3, 84, m, J) be an honestly-generated
ticket, grom the book of tickets book = (A, z,y, J). Then

Ry = u Ty C=ute .y =y™ =R,
Ry = e(Ty, )" -e(h, w) e (h,g2) " e(g1,92) - e (Tz,w)"
e (Tz, g2)r1+c-x e (h, w)—r4—ca . (h 92)—r3—c(m+y) e (917 92)_C e (TQ, w)c
Ry e(Ta, g2)"" - € (hyw) ™™ - e (h,g2) ™ e (g1, 90) - € (Th, )
Ry e(Aw-gs5)-e(h® w-gs5) e(hw) ™ e(hg) " e(g,g) "
Ry-e(hY - g1,g2)" e (h,g5)" e (h, g2) "™ e (g1, 92) "
= Ry-e (W, g5)° e (h,g5) - e (h, o) Y
= Ro-e(h,g)Y - e(h,ga) - e(h,gy) "V

= RQ
ng _ SSQ+C'J . g* Sr2+c ytcJ .g-¢ c(y+J)
— S =R,

Thus H<T17T27S7 R~1a R~27]:E37m) = H(T17T2>S> Rl; RQa R37m) =C.

Proof of Anonymity. The Anonymity relies on the DDH assumption. The proof is similar
to the proof of anonymity in BBS, adapted to the case of El Gamal encryption instead of Linear
encryption (thus DDH assumption instead of DLin assumption). The serial number as well as
the related proof of knowledge can be perfectly simulated, as the rest of the signature.

Proof of Traceability and Detection of double spending. This property mainly results
from the traceability of the group signature of [12], and the security of the VRF of [15]. We
mainly have to modify the underlying assumption (see below), to adapt to the case of Type-3
pairing (because of the absence of an isomorphism from Gy to G1). The detection of double
spending relies on the security of the VRF (relying on the DBDHI assumption), which ensures
that it is hard to compute a valid serial number without knowning the secret key, and that each
serial number is unique, for one value of the index.

5.7.1 Complexity Assumptions

Let Gy, G5 be cyclic groups of prime order p. Let g; be a generator of G; and g, a generator

of GQ.
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g-Strong Diffie-Hellman Problem. The ¢-SDH problem in (G, G,) is defined as follows:

e

given a (¢ + 2)-tuple (g1, 92,97, ..., 93 ) as input, output a pair (g;"*, z) where z € Zy.
This problem was used in [5], and then in a lot of papers, like [4] for example.

Modified Strong Diffie-Hellman Problem. The problem in (G, G,) is the same as the
original ¢-SDH problem, except that the tuple has to be given also in G;. More precisely, the

tuple (g1,97,---,97 192, 93,--.,93 ) is given as input, and the output is unchanged, and is a
1
pair (g, , ) where r € Zj.

One can note that if there exists an isomorphism from G5 to Gy, this problem is equivalent to
the original ¢-SDH problem, since the additional elements of the input in G; could be computed
from the tuple in G5. In our context (Type-3 pairing), there is no such isomorphism, but the
problem is stil difficult (the same generic arguments as for the first problem hold).

5.8 Performance Analysis and Profiling
We shall focus on the following performance metrics:

e Size of books of tickets: a book of tickets is of the form book = (A, z,y,J) with
J < n. The PUF key y needs not be stored in the wallet but can be recovered by calling
the PUF. Since elements of G; are quite compact, a wallet could therefore be made as
small as ~ 512 + 2log, n bits for 128 bits of security.

e Time of a presentation: this remains to be investigated through implementation. The
required time to carry out a ticket presentation is critical in practice since the access point
has a limited time window of a few hundreds of milliseconds to allow or deny access. Full
presentation must include transmissions over the NFC channel.

e Time of an issuance: this remains to be investigated through implementation.

e Time of an online/offline transfer: this remains to be investigated through imple-
mentation.

5.9 Implementation Security

Implementing the ticketing application securely requires an appropriate level of resistance
against physical attacks such as side channels and fault injection. Here, the works on pair-
ing implementations discussed in Section 2.3 shall be useful, as well as to provide efficient
implementations for group operations.

5.10 Protocol 2 : long-term tickets

5.10.1 Features.

1. One ticket per device (monthly subscription for example)

2. Tickets are used until expiration or revocation
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5.10.2 Entities.

1. Issuer Z with private key v € Z, and public key w = g7, a public database DB for storing
spent tickets serial numbers.

2. User (U)
3. Verifier (V)

4. Inspector/Opener (O) with a key pair (¢, h = u®).

5.10.3 Procedures

Group System. All group-related operations needed in the following will apply in three
isomorphic cyclic groups Gi, Go and G7 of prime order p. We furthermore assume that there
exists an admissible bilinear map e : G; X Gy — G which can be evaluated efficiently.

Setup. All system parameters are generated:

1. the Issuer generates groups Gi, Gg, G, randomly selects generators ¢, & G, 9o & Go,
(u, g) & G3.

2. T also generates v & Z,, and computes w = g;,

3. the opener randomly selects ¢ & Z, and computes h = uS.

Registration A new user U (i.e. device) joins the system by successively
1. generating a key pair (pk,,, sky),
2. opening an account by giving pk;,, the the issuer.

7 creates an account indexed by pk;,.

Tickets Issuing Protocol. Protocol played between U and Z to generate a ticket (which
corresponds to a period of time for example).

1. U and Z establish an authenticated encrypted channel

2. U randomly selects y < Z,, computes C' = h¥, and a NIZK signature of knowledge 7 of
y under public key pk,,.

3. U sends C and mto T

4. T verifies 7, picks x & Z,, (different from all previously picked values), computes

1

A= (g C)7 = (- W)75 €Gy
and sends (A, z) to U.

5. U signs transcript = (C, 7, A) using its secret key sk;, and sends to Z the corresponding
signature o.
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6. Z checks o and sends x to U
7. The account is modelled as a chained list
{pky, (transcript,, z1,01), ..., (transcript,, z;, 0¢) }
7 updates the account by appending (transcript, z, o) to the account related to pk;,).
8. Given (A, x,y), U checks that A = (g; - hy)Vﬁ by verifying that
e(Aw-g3)=e(h? g1, 90)

U forms the ticket ticket = (A, x,y).

Ticket Presentation Protocol. Protocol played between U and V with respect to ticket
ticket = (A, z,y). The transaction parameters given by V are grouped as m = time||infos||pk,,.

1. U randomly selects a, 8 & Z,, and computes

T1 = u”

T2 == A : ha
2. U randomly picks 71,79, 73 & Z,, and computes

Rl = u"

RQ = € <T27 92)7’1 - € (ha w>_7’2 - € (hv 92)_T3

3. U then computes

c = H(T17T27R17R27m)
s = ri+c-xmodp
Sg = T9+c-y modp

s3 = r3+c-(r-a+y) modp

The signature is
o = (11,13, ¢, 51, 2, 83, M)

U sends o to V. V then
1. computes

Rl = u*?- Tlic
Ry = e (Tzagz)sl e (ha w)_82 € (h,QQ)_SS € (91,92)_0 e (Tz, w)c

2. checks that

c = H(T17T27R~1aR~27m)

3. grants access if it is valid. V keeps receipt = (m, o) in its backlog.
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Open. Given receipt = (m,0), O:
e parses o as (T1,1s, ¢, s1, S2, S3, M)

e computes A =T, - ng, and retrieves the corresponding user (with an account containing
a transcript including A)

Revocation. In case of abuse (if a user did not pay his monthly subscription for example), the
issuer has to be able to revoke a ticket. To this aim, the following methods can be considered:

e Use of a revocation list, which contains one element per revoked ticket (added by the
issuer). In this case the verifier has to verify that a given signature has not been computed
using revoked ticket. The drawback of this method is the size of the revocation list, which
is linear in the number of revoked tickets. The verification is also linear in this number.

e Update of the parameters of the system, depending on the list of revoked tickets. In this
case, the issuer can publish some elements, computed from the revoked tickets, so that
only non-revoked tickets can be update. If this method is used, the non-revoked tickets
have to be updated by their owners, which suppose that they are online before using their
tickets after a system update.

We chose the second method, but the first one can be adapted to our protocol to manage short
term revocations. More precisely, the long term revocation of BBS+ or [12] can be used in our
context, since the personnal keys contained in a book of tickets are similar: when a book of
tickets book = (A, z,y, J) has to be revoked, the Issuer can update and publish the parameters
J1, Ga, h and @ such that

- = . 4 - 1 a2 1
gl :g{”’l 792 :gA’-Hc 7h = h'y+z 7u = Utz 7w = wrtz
Note that w could also be publicly computed as : w = g - §2”.
Then a user with an unrevoked book of tickets book; = (A;, z;, y;, J;) can update A; by com-
puting:

"Zli = (g1~ hY Az)ﬁ = <g~1 . By) e

The issuer can also keep track of this modification for each registered book of tickets.
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Chapter 6

Conclusive Remarks

6.1 Concluding on Multiple Entity Security

We explored in this document the transferability of credentials in the three specific contexts of
the MATTHEW use cases. Although Use Case 1 (payment) and Use Case 2 (access control)
are not specifically conceived to support the transfer of credentials other than through straight-
forward copy-deletion of cryptographic keys, Use Case 3 supports transferability by design.
Transfers of tickets can be performed either in an online fashion using revocation and issuance,
or offline (using the NFC channel typically) by a specific cryptographic mechanism.
Interestingly, in the context of Use Case 3, our cryptographic design enjoys all the sought
properties identified during the requirement analysis performed in the early stages of the project.
We may therefore claim that we successfully established the basis for an efficient cryptographic
solution for privacy-respecting ticketing with by-design multiple entity security.

6.2 Future Advances

Cryptographic design enables a continuum of techniques, and our ticketing application may
benefit from other adaptations. More explicitly, Attribute-Based Credentials or ABCs are a
set of techniques that encompasses and goes beyond group signatures on which our ticketing
system is based. Simple examples may show how ABCs could help improving on our current
solution.

In a real-world transport application, it is usual to have a notion of geographical areas i.e. the
network map is divided into several zones and there is a list of fares that depend on which zones
are covered by the traveller across her journey (fares usually increase monotonically with area
coverage). Addressing this aspect with our current solution can only be done by superposing
multiple instantiations of our system; tickets attached to a certain zone (or more generally
category) would have their own individual instance of the system, with their own parameters
and so forth. Consequently, the real-world system actually becomes a superposition of different
instances and involved entities (issuer, verifiers and users) possibly have to support multiple
systems working in a concurrent fashion.

In ABCs, the zone(s) attached to a ticket (or any other notion of category) are captured as
an attribute within a unique system. A ticket may then be seen as a container that collects
a set of attributes e.g. covered geographical zone, fare (senior, student, unemployed, etc).
Moreover, adopting an ABC system would allow to prove assertions on a ticket’s attribute
without revealing them: the verifier only ascertains that the predicate is true e.g. “covered
zones lie within zone 3”7 but the actual value of the zone attribute remains hidden. This feature
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implements the minimal disclosure paradigm and would therefore increase yet again the level
of anonymity for users.

Given the attractiveness of minimal disclosure, which one cannot possibly improve upon in
terms of privacy, we may envision in the project’s roadmap to design specific extensions of
our current ticketing system to support a few real-world attributes such as zones and special
fares. These extensions would build on approximately the same low-level bricks that will have
been implemented within MATTHEW, possibly including extra functionalities to support zero-
knowledge proofs on hidden attributes.
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Chapter 7

List of Abbreviations

ABC Attribute-Based Credentials
BCH code Bose-Chaudhuri-Hocquenghem code
BN curve BarretoNaehrig curve

CMV Card-Holder Verification Method
EC European Commission

ECDSA Elliptic Curve Digital Signature Algorithm
eSE Embedded Secure Element

HDA Helper Data Algorithm

IC Integrated Circuit

NFC Near-Field Communication
NIZK Non-Interactive Zero-Knowledge
NVM Non-Volatile Memory

PIN Personal Identification Number
PKI Private Key Infrastructure

PUF Physically Unclonable Function
RNG Random Number Generator

SD Secure Digital

SIM Subscriber Identity Module
SRAM Static Random-Access Memory
TBD to be determined

TPM Trusted Platform Module
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