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Executive Summary

This deliverable provides an overview of the MATTHEW project internal IT infrastructure and consists
of two main parts. It includes the project website which has been designed to provide a user-friendly
and informative environment (see Chapter 2) and the collaborative tools to facilitate the cooperation
within the project and to assist in the coordination work (see Chapter 3).

A protected workspace, including a set of collaboration services has been set up for the MATTHEW
project. The project partners log in to the workspace and have then access to all information
regarding the project (see Chapter 3.1). A very important tool in this project is the Subversion server
(SVN). The SVN allows easy synchronization of documents between the server and a participant’s
local file storage for sharing documents within a project. It is a central file repository where all
project partners can get access to the required documents (see Chapter 3.2).

In all projects, communication is one of the most essential points. For that reason a communication
network was built. This includes chat and mailing list servers (see Chapter 3.3 and 3.4) and a
telephone conference system (see Chapter 3.5). Further an internal project handbook will be
available from MO04 on. This will be a collection of instructions for all tools, procedures and important
contacts regarding the MATTHEW project (see Chapter 3.6).

This established environment with all its tools will help to maximize the benefit to participants and
the impact of the project.
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Chapter 1 Introduction

This deliverable provides an overview of the MATTHEW project IT infrastructure. It includes the
project website as well as the whole set of tools that foster cooperation within the project,
coordination and dissemination to the public. Technikon has developed this system for distributed
project collaboration in recent years. This trusted collaborative toolbox was awarded an Austrian ICT
innovation prize' for its security and completeness. The toolbox was incorporated into the

architecture which was initiated and configured for MATTHEW.

The main components of the knowledge management infrastructure include the following:

e Content Management System incl. Public Website and internal areas (CMS server — based on

Joomla!)
e Afile versioning server (Subversion server)
e Jabber chat server

e Mailing list server

All tools use encrypted communication paths and can be configured to work through corporate
firewalls that allow encrypted web traffic (SSL?). The versioning tool requires a client side program
(SVN client) for uploading data but all other functions are directly accessible using a browser with

java-script support.
The following picture presents the overall architecture of the IT infrastructure in MATTHEW:

Webbrowser SVN-Client Jabber-Client Email-Client

(HTTPS) « Tortoise-SVN e Psi orE—
o z - * Rapid-SVN * JWChat
B . o . "

[,

Z = 2 -
w — —

=

(&)

Versioning Service
(Subversion)

CMS Service

Chat Service (Jabber)

* Apache « Repository * Realtime

« MySQL -shared files Communication

* Joomla Modules -shared documents Platform
-Wiki oy Mailinglist Service
_Calendar @ « Several internal
-Forum N mailing lists
-Blog

! -Subversion

Figure 1: IT infrastructure

! https://www.technikon.com/index.php?option=com content&view=article&id=76&Itemid=79
2 Secure Sockets Layer — Protocol for a secure connection
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Chapter 2 The project website

The project website has been designed to provide a user-friendly and informative environment. It is
based on the Joomla! Content Management System which has been adapted to divide the site into
an open area for the public, and a closed area for the project partners.

In addition to the information spreading platform, plug-ins and other services are available for the
website on request. In detail we provide the following preinstalled functionality: documentation &
tutorials, calendar, mailing list archives and SVN repository.

The MATTHEW project website is available on the following link:

http://www.matthew-project.eu/

The design of the website is based on the colours of the MATTHEW Logo.

matthew &

Figure 2: MATTHEW Logo

2.1 Frontend

If a member of the consortium or a third party visits the MATTHEW website, he or she will only see
the frontend of the website. The purpose of the frontend is that the visitors cannot change the
content of the website like the admin.

For users who have an account at the MATTHEW website it is also possible to log in with their
username and password to unlock special features.
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News Publications & Deliverables Partners Feedback Login

Welcome to Matthew
Mission

The mission of the MATTHEW project is to enable new applications and services on mobile devices. It will overcome the
limitation of current passive NFC transmission technologies by active modulation and offer new ways of exchanging roles

from one secure entity like a nanoSIM or a microSD™ card to another with novel security and privacy approaches

Motivation

With the increasingly pervasive use in our society of mobile devices like smartphones and tablets, and many users running
several security relevant applications on these devices at the same time, security and privacy challenges outranging those
on personal computers arise. In the near future, users are expected to move personal roles and identities between secure
entities. Electronic representations of rights associated with such roles will be mobilised and reside on multiple devices

Secure entities can be

* a secure element (SE) integrated in a nanoSIM used in smartphones or
+ a SE integrated in a microSD™ card used in tablets and smartphones

Since these entities are bound to a singular user, they contain privacy sensitive data. The type of data depends on the
application that these security entities are used for. In order to ensure the privacy of the user, MATTHEW investigates
privacy-enhancing technologies and how to integrate them into the “multiple roots of trust’-concept in a way that the
exchanged privacy-relevant information is reduced to an absolute minimum. Furthermore, this approach ensures that no
sensitive data remains in a device after the secure entity has been unplugged

Figure 3: The frontpage of the website

Figure 3 shows the front page of the MATTHEW website. The front page contains general information
about the MATTHEW project such as the mission, motivation and the project data. Further there are
separate menus to list the latest News and Publications & Deliverables. Each page of the MATTHEW
website links to the disclaimer, the legal notice and the privacy policy of the website at the bottom.

The website can be best viewed with a standard web browser and will be kept alive throughout the
project period and at least 3 years afterwards.
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2.2 Backend

This is the interface to manage the frontend and is only accessible for administrators of the
MATTHEW website. You can use it to create content like new articles or to install new modules,
manage your Joomla! extensions or simply create a new user for MATTHEW or apply system updates.

n~ Users~ Menus~ Content~ Components ~ Extensions ~ Help ~ MATTHEW & £ ~

Control Panel 7 Joomlal

You have post-installation messages

There are important post-installation messages that require your attention. To view those messages please click on the Review Messages button below
Add New Article
You can he messages at any time by clicking on the Components, Post-installation messages menu item of your site’s administrator section. This information area won't appear when you have
Article Manager hidden all messages

Category Manager

ARSN

Review Messages

Media Manager

= Menu Manager Super User Administration B 20140109
W Module Manager
User Manager
- 9 €@ & Partners B 20131212
€@ Login B 2024
Global Configuration
o a @ vews B 20131212
@ Template Manager
@) Publications & Deliverables B 2013-12-12
¥ L anguage Manager
@ Documentation & Tutorials B 20131212
&, Install Extensions
Bl JCE File Browser
Login Super User B 20131213
Motivation Super User B 20131243
Bl Checking Joomia!
¥t Checking extensions Privacy Super User B 20131242
Legal Notice Super User & 201312412
Disclaimer Super User B 20131242

Figure 4: Backend
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Chapter 3 Collaborative tools

A set of collaborative tools are provided by the administrative lead to facilitate the cooperation
within the project and to assist in the coordination work. These tools are:

e A protected online workspace (CMS = Joomla! 3.2),

e A private instant messaging server, with the possibility of encrypted communication,
e Aversioning system for keeping track of documents, and

e A mailing list system for information exchange.

To all users a registration link has been provided via email at the beginning of the project. This link
allowed them to set their password, which works for all tools. Further members can at any time
retrieve a new link to reset their password (e.g. periodically update of password due to security
reasons).

3.1 Protected workspace

The collaborative workspace is using the same platform as the website. The users log in to the
workspace from the website and are then presented with the additional protected information
accessible through a separated user menu. Once logged in, the users have read and write access to
several useful and practical features such as a calendar or the SVN-Repository. The menu item
“Documentation & Tutorials” provides helpful links and documentation concerning the internal IT
infrastructure and SVN. Figure 5 illustrates the content of the restricted area.

User Menu

s Documentation &
Tutorials

s Calendar

Mailing list archives
+ SVN Repository

Figure 5: Content of restricted area

3.1.1 Documentation & Tutorials

In this section every registered user can download or view some documentation regarding the
project, for example the IT-Infrastructure tutorial.
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3.1.2 Calendar
The calendar shows upcoming events. The standard settings are the monthly overview but the user
can view the calendar by year, month, week or by day and eventually he can search for an event.

Further there is an overview with upcoming event in the left navigation bar which shows the next
three events.

December 08 January 2014 February
Monday Tuesday Wednesday Thursday Friday Saturday Sunday
1 2 3 4 5
1
6 7 8 9 10 1 12
2
13 14 15 16 17 18 19
3
20 21 22 23 24 25 26
4
27 28 29 30 3
08:00am 08:00am
5 Technical Technical
Meeti ... Meeti ...

J] DEFAULT All Categories ...

Figure 6: Calendar

3.1.3 Mailing list archives

This menu allows users to have a look at the mailing list archives. This is helpful to quickly check if
emails have been sent out to one of the dedicated mailing lists, when a user has no immediate access
to an email client. Further the archives help to follow up email conversations and implicitly act as
backup service.

3.1.4 SVN Repository
In  this menu, registered users are forwarded to the subversion repository

https://matthew.technikon.com (see Chapter 3.2). As the repository is in this case accessed via
browser, only read-access is given.

MATTHEW D7.1 Page 6 of 13


https://matthew.technikon.com/

D7.1 - Project website and internal IT communication infrastructure

matthew @

3.2

SVN Server

The Subversion server allows easy synchronization of documents between the server and a
participant’s local file storage. The system includes tools for retrieving older versions of a particular
file, resolving conflicts between different versions of the same file and locking files for local editing.

This is a very useful software tool for sharing documents within a project. It is a central file repository
where all project partners can get access to the required documents.

Some major advantages are for example:

Offline availability of the data via SVN clients (stored on your local hard disc)
Read-only access via HTTPS® (Web Browser)

Synchronizing the data between Client/Server

All former versions of the file are available and reproducible

User authentication with group based privileges via ACLs (Access Control Lists)

Email notification on activity (e.g. “commit” action)

To get a feeling how to handle the connection to the SVN server the following chapter shows a short
introduction on installing and using the software tool:

a.) Create and download the repository:

Download and install the subversion client.

The rest of this instruction will assume that you have installed the TortoiseSVN client, which
can be downloaded from http://tortoisesvn.tigris.org. For the installation of the client please
follow the instructions written on the homepage.

Create a folder on a local disk. For example C:\SVN\MATTHEW
Right click on the folder and choose "SVN Checkout"

matthew.technikon com
Open
Open in new window

Take Ownership
Share with

&) SVN Checkout...
@ TortoiseSVN

Figure 7: SVN Checkout (a)

Use https://matthew.technikon.com as the URL of the repository. Everything else can be left
as it is. Make sure that “HEAD revision” is checked.

3 .
Hypertext Transfer Protocol Secure — used for a secure connection between Browser and Web server
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Repository

URL of repository:

877 https://matthew. technikon. com - E]
Checkout directory:

CH\SWNmatthew. technicon.com ™|

["IMultiple, independent working copies

Checkout Depth
[Fully recursive -

[] omit externals

Figure 8: SVN Checkout (b)

e Authorization for MATTHEW SVN is required: Insert your username and password.

¢ Download the content of the repository to the newly created folder. This might take a while,
depending on the bandwidth and the size of the repository.

Action Path

Added CHSVMYmatthew, technikon. com WP 7-Project-Management'\Dissemination \Partner Logos \AMS
Added CHSVMYymatthew, technikon. com WP 7-Project-Management\Dissemination \Partrer Logos \IFAT
Added CHSVMYymatthew, technikon. com WP 7-Project-Management\Dissemination \Partner Logos \IFAG
Added CHSVMYynatthew, technikon. com WP 7-Project-Management\Dissemination \Partrer Logos \IMA
Added CHSVMYynatthew, techinikon. com\00-PROPOSAL

Added CSVMYynatthew, techinikon. com\00-PROPOSAL Ful -Propaosal
Added CisVNYymatthew, technikon. com00-PROPOSALFul-Proposal \ECAS-downloads, pdf
Completed At revision: 471

4 |

55, 10 MBytes transferred |

dded: 1 Lo K coe

Figure 9: Download content from repository

b.) Keeping up to date:

e Right click on the folder and choose “SVN Update”.
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#% matthew.techpikon com N2 11 2012 1,
Open
Open in new window

Take Ownership
Share with

& SVN Update
A  SUVN Commit...
#  TortoiseSVN

Figure 10: SVN Update

c.) Committing new documents (uploading)

e Save the document in an appropriate location within the folder created in the chapter above.

e Right click on the new file and choose TortoiseSVN = Add. (A small + will be added to the
icon of the file.)

¢ Right click on the file again and choose "SVN Commit..."

% matthew.techpil-ancam 00 11 3012 1430
Open
Open in new window

Take Ownership
Share with

& SVN Update
A SVN Commit...
@ TortoiseSVN

Figure 11: SVN Commit (a)

e Enter a comment about the document and the updates you made.
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£ CASVN\MATTHEW - Commit - TortoiseSVN =y X

Commit to:
https:/ / matthew.technikon.com/

Message:

A new version of TortoiseSVN is available. Please go to
Recent messages http://tortoisesvn.net to get it.

Put your message here!

Changes made (double-click on file for diff):

Check:  All None Versioned Modified Files

Path Extension Status Property status L
Infrastructure.bd St added

4| 1 | 3
Show unversioned files 1 files selected, 1 files total

Show externals from different repositories

Keep locks
Keep changelists [ Show log ] I oK ] { Cancel ] [ Help

Figure 12: SVN Commit (b)

3.2.1 Browser access

It's also possible to access the data through your Web Browser. NOTE: With the Web Browser you
only have read-access to the data.

€« C' [ https://matthew.technikon.com
- Revision 504: /

* Contacts/

* [T-Infrastructure/

* Legal Documents/

* Meetings_Telcos/

* WP01-System-Requirements/

* WP02-Multiple-Entity- Security/

* WP03-Component-Hardware-Development/
* WP04-Application-Development/

* WPOS-Integration-Prototyping/

¢ WP06-Evaluation-and-Testing/

+ WPO7-Project-Management-Dissemination/

Powered by Apache Subversion version 1.7.5 (r1336830).

Figure 13: Browser access
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3.3

Jabber chat server

An instant messaging server, based on the open Jabber protocol is maintained by the administrative
supporter. The server provides a quick way to exchange a few words or transfer a file. It also
supports multi-user conferences and has a built in User Directory. The service has been adapted to

support access through corporate firewalls. Figure 14 shows the Psi-view.

Jabber is a real-time communication tool, which allows chatting with online partners.

L7

0]

Add a Contact
New Blank Message

Service Discovery

2 Join Groupchat

Account Setup
Optiens

Transfer Manager
Change Profile
Play Sounds

Help 3
Quit

o ]

3> ||2¢ Onine.

Figure 14: Jabber — Psi view

If you would like to use this communication tool with a client, it requires the following steps:

Download and install Psi-Software: http://psi-im.org/

Have your username and password for MATTHEW IT collaboration tools ready

Add a new user account by using Account Setup > Add; enter a name for your account
(preferably your username) and click Add

In the Account Properties window enter your XMPP address which has the form:

<your-username>@-chat.technikon.com

Enter your password and click Save

Connect to the server by changing your account’s status to ‘Online’ and publish personal

information you want

Now you can communicate with other users in the dedicated subgroup ‘MATTHEW’

MATTHEW D7.1
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3.4 Mailing list server

A number of mailing lists are available to the project members for easy communication with a set of
participants. For subscriptions and other administrative tasks it is necessary to write an email to
support@matthew-project.eu. Access is controlled by the administrative supporter TEC to ensure the
integrity of the lists.

Technikon has set up a mailing server with a range of different mailing lists, where all people who are
responsible for the various sections are subscribed.

The different MATTHEW mailing lists can be seen in the following table.

List Address Description
Technical matthew-technical @lists.technikon.com Used for all technical correspondence
Legal matthew-legal @lists.technikon.com For legal discussions
SVN-Log matthew-svnlog@lists.technikon.com Used for SVN post commit messages

Table 1: Mailing lists

3.5 Telephone conference System

In addition to the planned physical meetings, we will perform regular telephone conferences within
the MATTHEW project. Therefore the telephone conference system GotoMeeting is available for all
partners. Alternatively a telephone conference system provided by the coordinator IFAT can be used.

This web conferencing tool GoToMeeting allows you to host an online meeting with up to 25 people.
Users can dial in either via a Local client (VolP) or use the dedicated country code, which is provided
by the organizer. GoToMeeting provides the possibility to share any application on your computer in
real time. The tool is provided by the administrative supporter TEC.

3.6 Project Handbook

We are currently creating an internal project handbook which is a collection of instructions and is
intended to provide ready reference. The goal of the Project Handbook is to gather all important
rules and procedures of the MATTHEW project such as initial registration, project infrastructure and
structure, the hierarchy of bodies, the policy for meetings, information to submitting deliverables
and the procedure for publishing scientific papers. The handbook is designed to easily consult and
provides quick answers in the project area. The project handbook is available on the SVN.

In particular for new members of the consortium, the project handbook serves as a one-stop
reference that documents all tools, procedures and important contacts.
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Chapter 4 List of Abbreviations

ACL Access Control List

CMS Content Management System
HTTPS Hypertext Transfer Protocol Secure
SSL Secure Sockets Layer

SVN Subversion

URL Uniform Resource Locator

VolP Voice over Internet Protocol

Table 2: List of Abbreviations
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